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Foreword

This is one of a series of whitepapers prepared by the SNIA Security Technical Working Group to provide

an introduction and overview of important topics in ISO/IEC 27040:2015, Information technology —

Security techniques — Storage security. While not intended to replace this standard, they provide additional

explanations and guidance beyond that found in the actual standard.
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ISO 7498-2:1989, Information processing systems -- Open Systems Interconnection -- Basic Reference

Model -- Part 2: Security Architecture

ISO 14721:2012, Space data and information transfer systems -- Open archival information system (OAIS)

-- Reference model
ISO 15489-1:2001, Information and Documentation — Records Management — Part 1. General
ISO TR 18492:2005, Long-term preservation of electronic document-based information

ISO 22301:2012, Societal security -- Business continuity management systems --- Requirements, was

developed by developed by ISO/TC 223, Societal security
ISO 22313:2012, Societal security -- Business continuity management systems — Guidance
ISO/IEC 2382:2015, Information technology -- Vocabulary
ISO/IEC 2382-1:1993, Information technology -- Vocabulary -- Part 1: Fundamental terms

ISO/IEC 24762:2008, Information technology -- Security techniques -- Guidelines for information and

communication technology disaster recovery services

ISO/IEC 27000, Information technology -- Security techniques -- Information security management systems

-- Overview and vocabulary

ISO/IEC 27002:2013, Information technology -- Security techniques -- Code of practice for information

security controls
ISO/IEC 27040:2015, Information technology — Security techniques — Storage security

ISO/IEC 27031:2011, Information technology -- Security techniques -- Guidelines for information and

communication technology readiness for business continuity

ISO/IEC 27036 (multiple parts), Information technology -- Security techniques -- Information security for

supplier relationships

A Data Protection Taxonomy, SNIA Data Protection and Capacity Optimization (DPCO) Committee, June
2010, https://www.snia.org/sites/default/files/A Data Protection Taxonomy V51.pdf

SNIA Data Protection Best Practices whitepaper, SNIA Data Protection and Capacity Optimization
(DPCO) Committee, October 2017,
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https://www.snia.org/sites/default/files/DPCO/Data%20Protection%20BP%20White%20P
aper%20Final%20v1_0.pdf

SNIA Index for ISO/IEC 27040, SNIA, February 2015, https://www.snia.org/sites/default/files/SNIA-
WD_ISO-IEC-27040-Index.pdf

SNIA Storage Security: Encryption and Key Management whitepaper, SNIA, August 2015,
https://www.snia.org/sites/default/files/technical work/SecurityTWG/SNIA-Encryption- KM-
TechWhitepaper.R1.pdf

SNIA Storage Security: Sanitization whitepaper, SNIA, August 2015,
https://www.snia.org/sites/default/files/technical _work/SecurityTWG/SNIA-Sanitization-
TechWhitepaper.R2.pdf

SNIA Technical Position: Cloud Data Management Interface (CDMI) v1.1.1, SNIA, March 2015,
https://www.snia.org/sites/default/files/fCDMI_Spec_v1.1.1.pdf

SNIA Dictionary, https://www.snia.org/education/dictionary

Records Retention and Disposition Guidelines, Prepared by the Collaborative Electronic Records Project,

Rockefeller Archive Center, Revised November 2008

European Union (EU) General Data Protection Regulation (GDPR), L 119/1 REGULATION (EU)
2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016,
https://publications.europa.eu/en/publication-detail/-/publication/3e485e15-11bd-11e6- ba9a-

Olaa75ed71al/language-en

Archival Authenticity in a Digital Age, https://www.clir.org/pubs/reports/pub92/hirtle.html
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